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ABSTRACT

In recent years, cyber crimes were intended to get financial benefits through malicious attempts such as DDoS attacks,
stealing financial information and spamming. Botnets, a network composed of large pool of infected hosts, lead such malicious
attacks. The botnets have adopted several evasion techniques and variations. Therefore, it is difficult to detect and eliminate
them. Current botnet solutions use a signature based detection mechanism. Furthermore, the solutions cannot cover broad areas
enough to detect world-wide botnets. In this study, we suggest an architecture to detect and regulate botnets using cooperative
design which includes modules of gathering network traffics and sharing botnet information between ISPs or nations. Proposed
architecture is effective to reveal evasive and world-wide botnets, because it does not depend on specific systems or hardwares,
and has broadband cooperative framework.

Keywords: Botnet, Detection, Cooperative Architecture, Malware, Network Security
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