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Abstract
Digital video is used in criminal trials as evidence with legal responsibility because 
video content vividly depicts events occurring at a crime scene. However, using so-
phisticated video editing software, assailants can easily manipulate visible clues for 
their own benefit. Therefore, the integrity of digital video files acquired or submitted 
as evidence must be ensured. Forensic analysis of digital video is key to ensuring the 
integrity of links with individual cameras. In this study, we analyzed whether it is pos-
sible to ensure the integrity of MTS video files. Herein, we propose a method to verify 
the integrity of MTS files encoded by advanced video coding high definition (AVCHD), 
which is frequently used for video recording. To verify MTS file integrity, we propose 
five features. Codec information, picture timing, and camera manufacture/model are 
modified AVI and MP4- like format video verification features. Group of pictures and 
Universally Unique Identifier patterns were specifically developed for MTS streams. 
We analyzed the features of 44 standard files recorded using all recording options 
of seven cameras. We checked whether integrity can be validated on unmanipulated 
videos recorded in various environments. In addition, we considered whether ma-
nipulated MTS files edited in video editing software could be validated. Experimental 
results show that all unmanipulated and manipulated MTS files with known recording 
devices were discriminated only when all five features were checked. These results 
show that the proposed method verifies the integrity of MTS files, strengthening the 
validity of MTS file- based evidence in trials.
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Highlights

• The proposed method provides forensic analysis to verify the integrity of MTS video files.
• MTS files are analyzed based on features reflecting the characteristics of the recording 

camera.
• Unmanipulated and manipulated MTS files can be distinguished using the proposed method.
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1  |  INTRODUC TION

Digital video is considered an increasingly important medium for ex-
changing information between users. According to Cisco, the extent 
of video interaction over the internet is expected to reach 82% of 
the total internet traffic by 2022 [1]. As the amount of video distri-
bution increases, an environment is being established that enables 
individuals to easily produce videos. When an incident occurs, the 
details, proceedings, and actions of the event are often recorded 
on digital devices, such as a smartphone, camcorder, or surveillance 
camera, which can be used as a critical evidence for the investigation 
and forensic analysis required to solve the case.

An integrity guarantee is essential when using digital video foot-
age as critical evidence because as technology improves, such foot-
age is increasingly susceptible to tampering. Thus, the field of video 
forensics has developed techniques to examine digital records based 
on the withstanding characteristic records according to the life cycle 
of the video [2]. As such, video forensics can be broadly classified 
into two major categories: authenticity and integrity verification 
[3]. Until recently, integrity and authentication have been used as 
synonyms in the field of video forensic research [4]. However, these 
two terms have completely distinct meanings. According to SWGDE 
Best Practices for Image Content Authentication, “content authen-
tication is used to determine whether the visual content depicted 
in imagery is a true and accurate representation of subjects and 
events,” whereas “integrity ensures that the information presented 
is complete and unaltered from the time of acquisition until its final 
disposition” [5].

Based on several considerations, numerous prior studies have ex-
amined methods for manipulation detection to verify the authenticity 
and integrity of video files. In [6], techniques for detecting video ma-
nipulation and forgery were classified into five major categories ac-
cording to the features and method types, as depicted in Figure 1. In 
particular, camera/sensor artifacts, coding artifacts, motion features, 

and object features are more focused on verifying authenticity in 
terms of video content. In contrast, the components marked with red 
boxes in Figure 1 constitute multimedia container features that are 
essential for establishing the integrity of the video file. Thus, even if 
the video content is not changed or altered, the information recorded 
inside the file can be modified and evidence can be manipulated by 
changing the recording device, the point time when the video was 
recorded, or other features. Therefore, to use a file as evidence, en-
suring the integrity of the file itself is necessary. Research pertaining 
to the integrity of video files is actively underway.

In [3, 6– 8], integrity verification was proposed using container 
structure and tag values, which are container features. In particular, 
[7] analyzed the video types of AVI, MOV, MP4, and 3GP using 19 
digital camera models, 14 mobile phones, and 6 video editing tools. 
Moreover, [3, 6] proposed an integrity verification method using the 
container features for the video files with MP4- like formats, and [8] 
examined the AVI file format using container features. However, 
files with MTS extensions constitute data in stream- based format, 
and existing techniques do not employ methods suitable for the in-
tegrity verification video files with MTS extension, which is a com-
monly used video format.

An MTS extension file is a video clip saved in advanced video 
coding high definition (AVCHD) format, which is a high definition re-
cording format using MPEG- 4 AVC (H.264) video codec. Generally, 
camcorders and digital cameras store videos on flash memory cards, 
hard disks, and DVDs in this format [9]. Overall, the AVCHD format 
is supported in the products of manufacturers such as Canon, Sony, 
and Panasonic. According to the 2021 digital camera market share 
report, these three camera manufacturers constitute 75.6% of the 
global market distribution [10].

Thus, integrity verification for video files in AVCHD format is 
required, and such video can be verified by analyzing the MTS file 
because the video can be checked only using the MTS file, even if no 
other components of the AVCHD format are available.

F I G U R E  1  Features used to detect manipulation in digital video [6]. 
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    |  3SHIM et al.

This study proposes a mechanism to verify the integrity of MTS 
files using the components of the file container structure and tag 
values, marked in red box in Figure 1. MTS files store video data 
in the form of a container based on a communication protocol for 
audio, video, and data transmission called a MPEG transport stream. 
Unlike AVI and MP4- like video files, the container structure format 
is composed of a media stream format. In addition, when an MTS file 
is edited with features organized in the form of streams, the features 
that make up the file may change, which can be useful for analysis. 
Accordingly, we verified the integrity of the MTS file by comparing 
the order and homogeneity of the media stream based on the con-
sistency of the metadata.

The following analyses are proposed to verify the integrity of 
MTS video files in this study: We first propose container structure- 
based analysis on MTS media streams using codec- based analy-
sis, group of pictures (GOP) pattern analysis, and Universally Unique 
Identifier (UUID) pattern analysis, which are inspired by existing AVI 
and MP4- like format file analysis techniques.

• In feature 1 (F1), codec- based analysis, we analyze the equiva-
lence of the sequence parameter set (SPS) and picture parameter 
set (PPS), which are in the network abstraction layer (NAL) units of 
H.264, to determine if they match information provided by the 
recording device.

• In feature 2 (F2), GOP pattern analysis, integrity is verified by an-
alyzing the composition of the encoding of the group of pictures 
(GOP) in the MTS file and comparing whether it is the same as the 
original provided by the recording devices.

• Feature 3 (F3), UUID pattern analysis, verifies integrity by 
considering that an MTS file based on a stream structure has 
supplemental enhancement information (SEI) with a Universally 
Unique Identifier (UUID) that is not present in AVI and MP4- like 
video files. Moreover, the UUID should be written repeatedly 
in a certain sequence. This pattern should change if the file is 
manipulated, and the integrity can be verified by considering 
these factors.

We also use tag value analysis, which is the extraction and com-
parative analysis of metadata such as time information and camera 
manufacturer/model, which are included in the user data along with 
the UUID.

• Feature 4 (F4), picture timing analysis, is written along with the 
video frame at regular intervals so that the time of recording can 
be checked. Moreover, because they are written continuously, the 
integrity can be verified according to whether the continuity of the 
picture timing is maintained.

• Feature 5 (F5), manufacturer and model analysis, can verify 
integrity by comparing the manufacturer and model written in 
the user data of the UUID with those of the actual recording 
camera.

The present study was conducted to determine whether the in-
tegrity of an MTS video file can be guaranteed using the five multi-
media container features indicated in Figure 1. Note that features 
1 and 2, which relate to the SPS/PPS and GOP, vary according to 
the hardware encoders provided by the camera, whereas the SEI 
containing features 3, 4, and 5 is distinguished from the metadata 
depending on the recording setting. Thus, the three container struc-
ture factors and two tag values are valuable features for establishing 
video integrity.

We conducted experiments with Canon, Sony, and Panasonic 
cameras that can store video in MTS format. Throughout these ex-
periments, we analyzed the aforementioned features to verify file 
integrity and compared original and manipulated MTS files to vali-
date these features. First, we compiled 44 original MTS files by re-
cording video for all options available on four Sony, one Canon, and 
two Panasonic models.

In addition, to check the accuracy of the unmanipulated MTS ver-
ification, we recorded various scenes using the 44 options for the 
above models five times. To check whether the manipulated MTS 
can be detected, we independently inserted, trimmed, cut, and ed-
ited original MTS files using editing software to create a total of 220 
test videos. In the experiments, we were able to verify the integrity 
of the videos in all cases with the method proposed in this study 
when all five proposed features were checked. By contrast, when 
we tested only some features, we could not verify all videos. We also 
suggest an integrity verification procedure when MTS files are sub-
mitted as evidence. Therefore, we demonstrated that the integrity 
of the MTS files can be verified by the proposed model. However, 
the proposed method only allows comprehensive feature verifica-
tion given a known recording device or large database of standard 
MTS files. Accordingly, these measures can improve the effective-
ness of the proposed method.

The major contributions of this study can be summarized as 
follows.

• We recognize features for integrity verification of an MTS file: we 
suggested and validated five features that can verify the integrity 
of an MTS file, and we determined whether the MTS file was ma-
nipulated based on our analysis.

• We verify and distinguish whether an MTS file has been manipu-
lated: Experimental results verified the accuracy of the proposed 
strategy to distinguish between unmanipulated and manipulated 
MTS files, and an examination procedure was proposed by syn-
thesizing all the results.

The remainder of this study is organized as follows. Section 2 
presents the relevant literature addressed in this study. Section 3 
describes how the features proposed in this study that characterize 
MTS files were analyzed. Section 4 validates the features based on 
experiments, and the corresponding results are discussed. Finally, 
Section 5 summarizes the conclusions of this study.
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4  |    SHIM et al.

2  |  REL ATED WORK

2.1  |  Video forensics techniques

Several previous studies have been conducted to detect tampering, 
source identification, integrity, and authentication in photos, videos, 
and audio [3, 6– 8, 11].

In particular, numerous methods have been proposed based on 
the analysis of acquired images, and the same methods have been 
applied to the frames extracted from videos. Nonetheless, a special-
ized forensic analysis method for video evidence is required because 
of the complexities of video data. Earlier, video forensic analysis was 
performed by analyzing the inconsistencies five of content based on 
the features of the existing audio– video signal. In [12], the authors 
detected double encoding or manipulation based on the prediction 
residual, and in [13, 14], macroblock- type analysis was used.

Ding traced the video frame rate up- conversion to analyze 
whether video evidence was deliberately processed [15]. Furthermore, 
[16] proposed a more efficient detection scheme by determining re-
gion duplication in a video using an effective algorithm developed 
on exponential- Fourier moments. The methods proposed in prior re-
search mainly focused on authenticity verification based on signals, 
which differs from the integrity verification proposed in this paper.

In [6], various types and features applied to video manipulation 
methods in prior studies were classified into five categories: sen-
sor artifacts, coding artifacts, motion features, object features, and 
other components. As depicted in Figure 1, a feature that deter-
mines integrity can be classified into one of six features, including 
multimedia container features.

Previous studies also focused on integrity verification by speci-
fying mobile devices [17]. However, the limitation of these studies is 
that they only considered images and videos generated using com-
ponents from certain manufacturers, and did not consider similar 
models from different brands.

2.2  |  Video forensics techniques

Source identification is based on metadata, image features, the ma-
trix defects of conformity factor analysis, color interpolation, sensor 
imperfections, and wavelet transforms. The authors of [18] proposed 
a method to elaborately compare the results of source identification 
by segmenting these five features into certain groups.

A technique was proposed to verify the integrity of AVI format 
video generated by video event data recorders, after which a structural 
analysis was performed on 296 original videos, and the videos were 
edited using five types of video editing software in [8]. Consequently, 
the edited videos exhibited significant variations in structure and 
metadata values compared to the original. Each editing program con-
tains a specific structure to detect manipulation in the video.

A previous study analyzed the structure of AVI and MP4 format 
videos recorded using 19 digital camera models, 14 mobile phone 
models, and six editing programs in [7]. Analyzing the original videos 

revealed that the structure of each container type was not strictly de-
fined according to the standard specifications. A significant difference 
was observed in the structure of the videos generated on each device. 
In addition, after the AVI video was edited using an editing program, 
the internal information, including the metadata values (which is es-
sential for determining the original video), was deleted or modified.

The authors of [3] implemented an unsupervised method to ver-
ify the video integrity based on the variations between the original 
and edited videos. They further developed a technique to analyze 
the containers and identify the video acquisition sources. To this 
end, they used the MP4Parser library to obtain an extensible markup 
language (XML) file for subsequent analysis. The experimental re-
sults were highly significant, demonstrating that the solution used 
fewer computational resources than alternative solutions.

Conventional methods exist that analyze the internal structure 
of a multimedia container, but they focus on MP4- like file formats, 
such as MP4, MOV and 3GP, and AVI formats. To the best of our 
knowledge, no prior study has focused on verifying the integrity of 
MTS files, despite the fact that 75.8% of products in the global cam-
era market support MTS files saved in AVCHD format. In this study, 
we developed a suitable integrity verification method based on the 
media structures of MTS files.

3  |  PROPOSED METHOD

3.1  |  Overview

In this study, we propose a method for verifying the integrity of MTS 
files stored in AVCHD format, as illustrated in Figure 2. Initially, the 
proposed method analyzes three aspects of the MTS file: codec- based 
analysis, media stream analysis, and GOP analysis. We then compare 
the analytical results with the features of a standard unmodified file, 
validate data consistency, and finally verify file integrity.

First, in the codec- based analysis, the SPS and PPS of H.264 
video codec are extracted and compared with those of a standard 
file that is ensured to be an original from the device. The second 
step involves extracting and analyzing the UUID pattern with the 
time information, and the camera manufacturer/model informa-
tion was caused by the MTS characteristics in the SEI information 
extracted from the media stream. Among them, the UUID pattern 
and time information validate the data consistency. In addition, the 
manufacturer/model name recorded in the SEI can be extracted and 
compared with the standard file provided by the camera device. 
Ultimately, we extracted the GOP to verify a consistent pattern in 
comparison to the GOP in the standard file.

3.2  |  Codec based analysis

MTS video files in AVCHD format are compressed and recorded in 
the H.264 (MPEG- 4 AVC/H.264) codec developed by ITU- T and 
ISO/IEC, and standardized as ISO/IEC 14496– 10 [19]. If the video is 
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    |  5SHIM et al.

encoded in H.264, this information is stored in the NAL unit, which 
includes the SPS and PPS recording information required for decod-
ing, such as the video profile/level, resolution, bit depth, and entropy 
coding mode, whereas the slices record the compressed frame data.

As depicted in Figure 3, the SPS and PPS stored in the MTS file can 
be reviewed. The red and blue boxes represent decoding header infor-
mation, which consists of SPS and PPS. The single- byte code following 
the start code (0x00000001) is 0x27 for SPS and 0x28 for PPS. In the 
H.264 standard, the last five bits in the first byte of a NAL unit fol-
lowing the start code may be seven to denote SPS, or eight to denote 
PPS. SPS and PPS constitute information used to decode the video. 
When the video is manipulated, it is subject to a re- encoding process 
wherein the SPS and PPS are susceptible to changes caused by editing 
software, making them necessary elements in verifying video integrity.

After extracting the SPS and PPS, which can be regarded as 
a component of the video characteristics from the MTS file, they 
were compared with the characteristics of the standard video file 
directly obtained from the source camera. Thereafter, the encoding 
of a unique SPS and PPS pair can be determined according to the 
recording option provided by the source camera. Although it is not a 
unique feature, it is a meaningful feature that can reduce the number 
of cameras that must be sourced.

3.3  |  Media stream analysis

The MTS file contains the SEI in the media stream, and SEI mes-
sages can contain various types of data indicating the timing of 

the video pictures or describing the various properties of the 
coded video or approaches that can be employed for utilization 
or enhancement. In addition, SEI messages can contain arbitrary 
user- defined data. The SEI of the MTS file contains UUID and user 
data, which is meta- information [20]. UUID is a standard proto-
col for generating unique identities on a network. These identi-
ties are regularly stored in stream- based MTS files. In this study, 
the UUID and user data were extracted using ffmpeg command 
(“ffmpeg - i filename - vf showinfo - f null –  2>&1”), as depicted in 
Figure 4.

For example, in Canon XA20, UUIDs 17ee8c60-f84d-11d9-8 cd6-
0800200c9a66 and c0000000- a746- 02bb- f8a1- 4cc0a93648e3 are 
regularly recorded. All Sony cameras contain UUIDs 17ee8c60- 
f84d-11d9-8 cd6-0800200c9a66 and a74602bb-f8a1-4 cc0-
a93648e391dce761. Moreover, we determined the presence of 

F I G U R E  2  Overview of proposed MTS 
integrity verification method.

F I G U R E  3  Extraction example of 
codec information (sequence parameter 
set and picture parameter set) in an MTS 
file. 

F I G U R E  4  Example of Universally Unique Identifier patterns 
and recorded user data (meta- information) in an supplemental 
enhancement information. 
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6  |    SHIM et al.

another UUID, dba1adef- b20c- 40b4- 8c85- 8c0b46d5241e, for all 
recording options of the FDR- AX700 and certain options of the 
ILCE- 7 M2 and HDR- PJ760. The Panasonic models contained only 
UUID 17ee8c60-f84d-11d9-8 cd6-0800200c9a66.

Thus, the UUIDs were regularly recorded in the MTS file, and the 
user data were stored together in the UUIDs. After extracting the 
UUIDs, we analyzed the consistency of the UUID pattern, the continu-
ity of the picture timing (i.e., the timestamp of the frame), and the corre-
spondence between the manufacturer/model included in the user data, 
which were used as features to verify the integrity of the video file.

3.3.1  |  UUID pattern analysis

We found that the UUIDs followed certain rules to record the file, 
depending on the camera manufacturer/model and recording op-
tions. For instance, in the case of the Sony FDR- AX700, a total of 
29 UUIDs were recorded in a single cycle, 17ee8c60f84d-11d9-8 cd6-
0800200c9a66 occurred 26 consecutive times, and subsequently, 
a74602bb-f8a1-4 cc0-a936-48e391dce761 was repeated twice, and 
dba1adef- b20c- 40b4- 8c85- 8c0b46d5241e was sequentially repeated 
only once. As another example, in the Sony HDR- PJ760, a total of 
two UUIDs occurred in single cycle, and 17ee8c60-f84d-11d9-8 cd6-
0800200c9a66 and a74602bb-f8a1-4 cc0-a936-48e391dce761 ap-
peared repeatedly.

Thus, the UUID pattern in a single MTS file bears the characteristic 
of consistency. In the case of any inconsistency, an integrity issue is 
highly possible with the video file, thereby requiring further review.

Algorithm 1 describes the method that analyses the UUID pat-
tern in the evidence MTS file, where 𝑉 verifies whether consistency 
has been maintained. After extracting the UUID from the MTS file, 
we created a set of tuples <𝑢𝑖,𝑐𝑖>, which is a pair consisting of the 
consecutive UUID and its count. If the UUID is the same as that 
in the created pair set, <𝑢𝑖,𝑐𝑖> should remain the same. However, 
if it is not the same, the consistency of the UUID pattern is not 
validated. If it is the same, the UUID pattern set S({<𝑢𝑖,𝑐𝑖>}) is the 
result of excluding duplicates from the pairs consisting of the UUID 
and the number of consecutive UUID occurrences analyzed in the 
MTS file.

For example, in case of Sony FDR- AX700 as illustrated above, the 
UUID tuples would be <17ee8c60- f84d- 11d9- 8cd60800200c9a66,26>, 
<a74602bb-f8a1-4 cc0-a936-48e391dce761,2>, <dba1adef- b20c- 
40b4- 8c85- 8c 0 b 4 6 d 5241e,1>, <17ee8c60f84d-11d9-8 cd6-0800200c
9a66,26>, <a74602bb-f8a1-4 cc0-a936-48e391dce761,2>, <dba1a 
def- b20c- 40b4- 8c85- 8c0b46d5241e,1>. After removing the dupli-
cates, the final UUID pattern set is <17ee8c60-f84d-11d9-8 cd6-08002
00c9a66,26>, <a74602bb- f8a14cc0- a936- 48e391dce761,2>, <dba1ad 
ef- b20c- 40b4- 8c85- 8c0b46d5241e,1 > .

If the MTS file has not been edited, the final UUID pattern set 
can validate the file's integrity, as there is only one pair for a particu-
lar UUID. If the file has been edited, there may be multiple pairs for 
the same UUID, or UUIDs that were not present in the original file, 
depending on the change in UUID.

3.3.2  |  Picture timing analysis

In the MTS file, if the UUID is 17ee8c60- f84d- 11d9- 8 cd6- 
0800200c9a66, the meta- information- modified digital video pack 
metadata (MDPM) is recorded as an unregistered user data. As de-
picted in Figure 5, the picture timing information is displayed as the 
hexadecimal number 0x2020111902232806 based on tag_id values 
0x18 and 0x19, which is expressed as 2020.11.02. 11 23:28:06. The 
picture timing is recorded at least once per second.

As the frames in the video are continuously stored, the picture 
time stored in a single MTS file must be continuously recorded. 
Notably, the integrity of the MTS file cannot be ensured when re-
cording is interrupted. Algorithm 2 describes a procedure to validate 
the continuity of the picture time recorded in the MTS file. First, the 
picture time is extracted from an evidence- worthy MTS file. If the 
difference between picture time and the preceding one is greater 
than 1 s, the integrity cannot be guaranteed because the continuity 
of time has not been maintained.

3.3.3  |  Manufacturer and model analysis

In the MTS file, the camera manufacturer and model are recorded 
along with the time information, starting with MDPM (0x4D44504D) 
in the UUID (0x17ee8c60-f84d-11d9-8 cd6-0800200c9a66), as indi-
cated in Figure 5. For instance, if the camera manufacturer is Sony 
and the model is FDR- AX700, it is written in hexadecimal as 0x108 

Algorithm 1 Analysis of UUID pattern

Input: 𝑉 ← 𝑀𝑇𝑆 𝑣𝑖𝑑𝑒𝑜 𝑓𝑖𝑙𝑒

Output: Unique UUID Pattern Set 𝑆  = {<𝑢𝑖,𝑐𝑖>}, where 𝑢𝑖 is 
the UUID value found in the video file and 𝑐𝑖 is the number 
of times that 𝑢𝑖 is repeated consecutively

1: 𝑈 ← 𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝑈𝑈𝐼𝐷(𝑉 ) // Extract the UUID from the 𝑉, 
storing the result in the set 𝑈

2: {<𝑢𝑖,𝑐𝑖>} ← 𝑐𝑜 𝑢𝑛𝑡𝐶𝑜 𝑛𝑠𝑒𝑐𝑢𝑡𝑖𝑣𝑒𝑈𝑈𝐼𝐷(𝑈) // Count consecu-
tive UUID occurrences in 𝑈, store as tuple <𝑢𝑖,𝑐𝑖>

3: for all 𝑢𝑖 ← 1 to 𝑖 in {<𝑢𝑖,𝑐𝑖>} do

4: for all 𝑢𝑗 ← 1 to 𝑗 in {<𝑢𝑖,𝑐𝑖>} do

5: if 𝑢𝑖 equals 𝑢𝑗 then

6: if 𝑐𝑖 not equals 𝑐𝑗 then

7: return 𝑛𝑜 𝑡 𝑣𝑎𝑙𝑖𝑑

8: end if

9: end if

10: end for

11: end for

12: 𝑆  ← 𝑅𝑒𝑚𝑜 𝑣𝑒𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒𝑑𝑇𝑢𝑝𝑙𝑒𝑠({<𝑢𝑖,𝑐𝑖>})
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    |  7SHIM et al.

and 0x4644522DE541583730E630, where 0xE0, 0xE4, 0xE5, and 
0xE6 denote the tag_id.

Although the camera manufacturer and model are repeatedly 
recorded, the model can be modified, which is a vulnerability in the 
current scope of the investigation. However, considering other anal-
ysis features, verifying the untampered recording of the manufac-
turer/model information compared with the standard file is a crucial 
factor.

The manufacturer code appears after tag_id 0xE0, where 0x103 
denotes Panasonic, 0x108 refers to Sony, and 0x1011 indicates 
Canon. The model name is recorded after tag_id 0xE4, but it is re-
corded in the MTS file only for Sony devices. In Canon and Panasonic 
devices, the model name is not recorded.

3.4  |  GOP analysis

The GOP refers to a set of video frames composed of the intra- coded 
frame (I- frame), predictive coded frame (P- frame), and bidirectional 

coded frame (B- frame) [21]. An I- frame is referred to as a keyframe, 
which indicates a frame that is encoded independently of all other 
frames. A P- frame is a frame with motion- compensated difference 
information related to the previous frame, and the video is decoded 
with reference to the previous frame. A B- frame is a two- way refer-
ence frame with motion- compensated difference information, which 
is decoded as video by referring the previous and subsequent frames 
using interpolation.

An I- frame after several P-  and B- frames indicates a new GOP. 
The GOP in the MTS file can be extracted using ffprobe command 
(“ffprobe - show_frames filename | grep pict_type”), and the GOP 
structure remains constant in a single MTS file. In addition, the GOPs 
extracted from MTS files recorded on the same camera under given 
recording options are identical to each other. The structure of the 
GOP is represented by two numbers M and N, where M denotes 
the distance between two anchor frames (I or P) and N indicates the 
distance between two full images (I- frames).

For instance, the GOP of an MTS file captured with the 1080- 
50i FX option of the Sony FDR- AX700 is IBPBP BPB PBP BBI BPB 
PBP BPBPBB. In this case, the GOP can be represented as M = 2 
and N = 13. As another example, when recorded using the 24p FX 
24 M option of the Sony ILCE- 7 M2, the GOP is IPPPP PPP PPP PIP PPP 
PPPPPPP, which indicates M = 1 and N = 12.

The frame distance N depends on the frame rate because the 
frame rate represents the frequency of the I- frame. Thus, the GOP 
in the MTS file must be consistent and represent a specific value 
according to the manufacturer and frame rate. At this point, we an-
alyzed and used it as a feature to verify the integrity of the video.

Algorithm 3 describes the procedure for extracting and vali-
dating the GOP patterns, and it returns the analysis result in terms 
of 𝑀 and 𝑁. In particular, it compiles a list from the I- frame to the 
succeeding I- frame that extracted the GOP list 𝐺 from the MTS 
file. Thereafter, 𝐺′ is extracted by removing the duplicates. If more 
than one unique GOP exists, the integrity is not verified because 
the consistency of the GOP pattern has not been maintained. In 
the case of a unique GOP, (𝑀,𝑁) is the result of the GOP pattern 
analyzed in the MTS file.

F I G U R E  5  Example of the meta- 
information analysis of the Sony FDR- 
AX700. 

Algorithm 2 Analysis of picture timing

Input: 𝑉 ← 𝑀𝑇𝑆  𝑣𝑖𝑑𝑒𝑜  𝑓𝑖𝑙𝑒

Output: Result of validation, 𝑣𝑎𝑖𝑙𝑑 or 𝑛𝑜 𝑡 𝑣𝑎𝑙𝑖𝑑

1: 𝑇 ← 𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝(𝑉 ) // Extract the timestamps from 
the 𝑉, storing result in the set 𝑇

2: for all 𝑡 in 𝑇 do

3: 𝑑 ← 𝑑𝑖𝑓𝑓(𝑡[𝑖−1],𝑡[𝑖])

4: if 𝑑 > 1 𝑠𝑒𝑐 then

5: return 𝑛𝑜 𝑡 𝑣𝑎𝑙𝑖𝑑

6: end if

7: end for

8: return 𝑣𝑎𝑙𝑖𝑑
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8  |    SHIM et al.

3.5  |  MTS file integrity verification procedure

Based on the above observations, the proposed forensic examina-
tion procedure to authenticate the integrity of AVCHD format (MTS 
extension) files is presented in Figure 6. First, we review the exist-
ence of a UUID that stores metadata information in an MTS file. As 
the UUID exists in the original video but is not related to video play-
back, it may be deleted when manipulated. Hence, even given one 
UUID, failure to maintain consistency in the UUID pattern indicates 
that the file has been edited.

Subsequently, the picture timing and camera manufacturer/
model recorded in the SEI, a component of UUID data, are ana-
lyzed. Because all images (frames) stored in a video are saved con-
secutively, discontinuities in picture timing indicate tampering. 
Furthermore, the analyzed camera manufacturer/model is examined 
to determine the standard file(s). The SPS and PPS, which constitute 
the codec information, are then compared with the case wherein 
the evidence and standard file(s) are in mutual correspondence. For 

cameras manufactured by Sony, files can be compared one- to- one 
with the standard file(s) because the camera manufacturer/model 
details are recorded in the SEI. For cameras manufactured by Canon 
and Panasonic, files compared with all standard files from the same 
manufacturer, as the model is not recorded in the SEI. At this point, 
if no standard file(s) correspond after comparing the codec informa-
tion, editing can be suspected.

Finally, the GOP pattern is analyzed. If consistency within the 
GOP pattern is not maintained, editing is suspected, and its cor-
respondence is compared with the GOP pattern of the standard 
file(s) determined previously. Upon comparing the UUID, picture 
timing, and codec information with the standard file and GOP 
pattern, file integrity is verified if all aforementioned criteria are 
satisfied.

4  |  E XPERIMENTAL E VALUATION

We conducted experiments to evaluate the performance of the 
proposed method in verifying the integrity of MTS video files. 
Experiments were conducted with seven commercially available 
Canon, Sony, and Panasonic cameras that save videos in MTS for-
mat. In addition, manipulated videos were generated via editing 
software and analyzed for detection according to the proposed 
method.

4.1  |  Experimental setting

We conducted an experiment to verify the integrity of MTS videos 
using the features described herein. To analyze and verify the fea-
tures, three types of MTS files were configured: original, unmanipu-
lated, and manipulated. Original videos were recorded with cameras 
from Canon, Sony, and Panasonic using all possible recording con-
figurations, resulting in a total of 44 videos, as listed in Table 1. All 
videos used the H.264/High codec. However, the resolution and 
frame rate, which can affect verification features, were different de-
pending on the recording option.

Algorithm 3 Analysis of GOP patterns

Input: 𝑉 ← 𝑀𝑇𝑆  𝑣𝑖𝑑𝑒𝑜  𝑓𝑖𝑙𝑒

Output: GOP Pattern Set 𝑆  = (𝑀,𝑁), where 𝑀 is the dis-
tance between two anchor frames, 𝑁 is the distance be-
tween full images. And the pattern is from I- frame to the 
next I- frame, and M and N are calculated.

1: 𝐺 ← 𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝐺𝑂𝑃 (𝑉 ) // 𝐺 is the GOP list by extracting 
from 𝑉

2: 𝐺′ ← 𝑅𝑒𝑚𝑜 𝑣𝑒𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒(𝐺)

3: if count (𝐺′) > 1 then

4: return 𝑛𝑜 𝑡 𝑣𝑎𝑙𝑖𝑑

5: end if

6: (𝑀,𝑁) ← 𝐶𝑎𝑙𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝐺𝑂𝑃 (𝐺′) // Calculating distance be-
tween frames (𝑀,𝑁) from 𝐺′

F I G U R E  6  Proposal of forensic 
examination procedure for integrity 
authentication of advanced video coding 
high definition format (MTS) files. 
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    |  9SHIM et al.

TA B L E  1  Analysis of the recording option properties of the compared manufacturers and models.

No Manufacture Model Recording option Codec Resolution
Frame 
rate

1 Sony FDR- AX700 1080- 60i FX H.264/High 1920 × 1080 29.970

2 1080- 60i FH H.264/High 1920 × 1080 29.970

3 1080- 60i LP H.264/High 1440 × 1080 29.970

4 1080- 50i FX H.264/High 1920 × 1080 25.000

5 1080- 50i FH H.264/High 1920 × 1080 25.000

6 1080- 50i LP H.264/High 1440 × 1080 25.000

7 HDR- PJ760 60i Highest Quality FX H.264/High 1920 × 1080 29.970

8 60i Highest Quality FH H.264/High 1920 × 1080 29.970

9 60i Standard Quality HD H.264/High 1440 × 1080 29.970

10 60i Long Time LP H.264/High 1440 × 1080 29.970

11 60p Quality PS H.264/High 1920 × 1080 59.940

12 24 M Highest Quality FX H.264/High 1920 × 1080 23.976

13 24 M High Quality FH H.264/High 1920 × 1080 23.976

14 ILCE- 7 M2 60i FX 24 M H.264/High 1920 × 1080 29.970

15 60i FH 17 M H.264/High 1920 × 1080 29.970

16 60p PS 28 M H.264/High 1920 × 1080 59.940

17 24p FX 24 M H.264/High 1920 × 1080 23.976

18 24p FH 17 M H.264/High 1920 × 1080 23.976

19 ILCE- 5000 60i FX 24 M H.264/High 1920 × 1080 29.970

20 60i FH 17 M H.264/High 1920 × 1080 29.970

21 24p FX 24 M H.264/High 1920 × 1080 23.976

22 24p FH 17 M H.264/High 1920 × 1080 23.976

23 Canon XA20 28 Mbps LPCM H.264/High 1920 × 1080 59.940

24 28 Mbps 59.94p H.264/High 1920 × 1080 59.940

25 24 Mbps LPCM 59.94i H.264/High 1920 × 1080 29.970

26 24 Mbps LPCM PF 29.97 H.264/High 1920 × 1080 29.970

27 24 Mbps LPCM 23.98p H.264/High 1920 × 1080 23.976

28 24 Mbps 59.94i H.264/High 1920 × 1080 29.970

29 24 Mbps PF 29.97 H.264/High 1920 × 1080 29.970

30 24 Mbps 23.98p H.264/High 1920 × 1080 23.976

31 17 Mbps 59.94i H.264/High 1920 × 1080 29.970

32 17 Mbps PF 29.97 H.264/High 1920 × 1080 29.970

33 17 Mbps 23.98p H.264/High 1920 × 1080 23.976

34 5 Mbps 59.94i H.264/High 1440 × 1080 29.970

35 5 Mbps PF 29.97 H.264/High 1440 × 1080 29.970

36 5 Mbps 23.98p H.264/High 1440 × 1080 23.976

37 Panasonic LX100II FHD 28 M 60p H.264/High 1920 × 1080 59.940

38 FHD 17 M 60i H.264/High 1920 × 1080 29.970

39 FHD 24 M 60i H.264/High 1920 × 1080 29.970

40 FHD 24 M 24p H.264/High 1920 × 1080 23.976

41 LX10 FHD 28 M 60p H.264/High 1920 × 1080 59.940

42 FHD 17 M 60i H.264/High 1920 × 1080 29.970

43 FHD 24 M 60i H.264/High 1920 × 1080 29.970

44 FHD 24 M 24p H.264/High 1920 × 1080 23.976
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10  |    SHIM et al.

In addition, a total of 220 unmanipulated MTS files were exam-
ined, with five videos for each of the 44 recording options in Table 1. 
For each option, five types of scenes (indoor, outdoor, grid, flat, and 
white) were recorded to determine whether the change in scene af-
fects the feature analysis for MTS file integrity verification.

Next, a total of 220 manipulated MTS files were generated by 
applying the main editing functions to the original files with Sony 
PlayMemories [22] and Vegas [23]. In the case of PlayMemories, only 
MTS videos saved by Sony cameras can be stably edited, and only 
the insert and trim functions are provided. Unlike other editing soft-
ware, PlayMemories is characterized by the fact that the structure of 
the MTS file before editing is preserved even after editing. For this 
reason, 44 files were created with two edits (insert and trim) for 22 
recording options of the four models manufactured by Sony.

Video editing software normally provides four editing functions— 
insert, trim, cut, and edit— to modify video content. Using Vegas, we 
created 176 files by independently applying the four editing func-
tions for all 44 recording options. As with any video editing soft-
ware, once editing is complete, the video is re- encoded, resulting in 
changes to the file structure. Although videos are typically saved in 
MP4 format after editing, Vegas allows edited videos to be saved in 
MTS format, making it appropriate for our study.

4.2  |  MTS file verification

The MTS files were tested based on the features described in Section 
3, that is, codec information (SPS, PPS), UUID, picture timing, camera 
manufacturer/model, and GOP structure. We analyzed the MTS files 
for 44 recording options of seven models.

The MTS file was verified based on Figure 1. First, SPS and PPS 
were extracted from the MTS files, and the camera manufacturer/
model were extracted from the SEI. Subsequently, we searched the 
corresponding manufacturer/models and recording options from the 
44 MTS files (Table 1) stored as standard files. In addition, the integ-
rity of each MTS file was verified based on the consistency of the 
UUID pattern, the continuity of picture timing, and the consistency 
of the GOP pattern.

The results of verifying the integrity of 220 unmanipulated MTS 
files using the proposed method are listed in Table 2. Among the 
file features, if the SPS and PPS were extracted from 220 files, all 

were detected within the 44 standard files in Table 1. Moreover, 
the extracted camera manufacturer/model precisely corresponded 
to the recording device. In addition, we confirmed that the UUID 
pattern, picture timing, and GOP pattern maintained consistency 
and continuity throughout the recordings. In particular, the unma-
nipulated MTS files were taken in five scenes, and diversity between 
the scenes did not affect integrity verification through the features 
proposed in this study. Thus, the unmanipulated MTS files can be 
deemed to be entirely unmanipulated.

The analysis results of five features for 44 manipulated MTS files 
edited with PlayMemories and 176 manipulated MTS files edited 
with Vegas are presented in Table 3. We observed that the files were 
more affected when edited with a professional editing program such 
as Vegas. When edited with PlayMemories, the UUID, camera man-
ufacturer/model, and detailed meta- information were saved corre-
sponding to that in the original.

First, as listed in Table 3, when editing using the insert video 
function in PlayMemories, the SPS, PPS, camera manufacturer/
model, UUID pattern, and GOP remain the same without any al-
terations. In particular, if the SPS and PPS were compared with 
the dataset of the standard files, the standard file(s) with the same 
SPS and PPS were detected. However, when the video was in-
serted, the continuity of the picture timing was not maintained in 
the inserted portion.

After trimming the video in PlayMemories, the identity of the 
camera manufacturer/model, consistency of the UUID, and conti-
nuity of the picture timing were unaffected. When a segment of the 
video was trimmed, the same UUID and picture timing were main-
tained in the trimmed section. However, the SPS and PPS were all 
altered to the same value in all the trimmed videos, which were not 
detected in the standard files. Overall, the GOP pattern varied from 
that in the standard file.

In all the videos edited with Vegas, the SPS and PPS were deter-
mined according to the rendering settings, and all UUID information 
was deleted. Thus, the UUID pattern, picture timing, and camera 
manufacturer/model could not be further inspected. Although the 
GOP pattern remained consistent and the videos edited with Vegas 
were consistent with each other, they differed from those in the 
standard file.

Thus, if the five features of manipulated MTS files were verified, 
one or more unverified features were detected in 44 manipulated 

TA B L E  2  Verification results of unmanipulated MTS files.

Model (recording options) SPS, PPS
Camera manufacturer/
model

UUID 
pattern

Picture 
timing GOP pattern

Verification 
result

Sony FDR- AX700(6) Existence Sony/FDR- AX700 True True True Verify

Sony HDR- PJ760(7) Existence Sony/HDR- PJ760 True True True Verify

Sony ILCE- 7 M2(5) Existence Sony/ILCE- 7 M2 True True True Verify

Sony ILCE- 5000(4) Existence Sony/ILCE- 5000 True True True Verify

Canon XA20(14) Existence Canon/none True True True Verify

Panasonic LX100II(4) Existence Panasonic/none True True True Verify

Panasonic LX10(4) Existence Panasonic/none True True True Verify

 15564029, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/1556-4029.15335 by K

orea U
niversity L

ibrary, W
iley O

nline L
ibrary on [12/07/2023]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



    |  11SHIM et al.

MTS files edited with PlayMemories. In the case of the 176 manipu-
lated MTS files edited with Vegas, all features could not be verified, 
and thus, the integrity of the 220 manipulated MTS files could not be 
verified with 100% accuracy.

4.3  |  Effectiveness of features

In this study, we identified five features to verify the integrity of 
MTS files. Each feature was analyzed to determine its effectiveness 
in integrity verification.

4.3.1  |  Effectiveness of codec- based analysis

First, we analyzed the impact of codec- based analysis and found that 
the codec information— SPS and PPS— vary with respect to camera 
model and recording option. Specifically, we found that 26 of the 44 
recording options offered by the seven models were unique. Of the 
remaining 18 recording options, 10 (two for HDR- PJ760 and eight for 
XA20) had matching SPS and PPS values. Options 9– 10, 25– 26, 28– 
29, and 34– 35 in Table 1 matched according to similar provided op-
tions within the same device. For the two Panasonic models, although 
no matching SPS and PPS values were found within the same model, 
these values were found to match for the same recording options on 
different models (options 37– 41, 38– 42, 39– 43, and 40– 44 in Table 1).

As shown in Table 4, the unmanipulated MTS files were con-
firmed to match the originals in terms of SPS and PPS. However, for 

the aforementioned 18 recording options, two duplicate model and 
recording option matches were found.

Videos edited with Sony PlayMemories can be categorized 
among two types. In the case of insertion, the SPS and PPS of the 
original video were maintained, matching the originals taken from 
the same camera. However, in the case of trimming, no SPS and PPS 
were found to match the original files for any of the 44 recording 
options. Furthermore, none of the files matched each other.

The 176 MTS files manipulated in Vegas did not have the same 
SPS and PPS as the 44 original files in all cases of inserting, trimming, 
cutting, and editing. However, it was confirmed that the SPS and PPS 
of the 176 files are not affected by the recording device, and MTS 
files saved with the same option in Vegas following modification 
were determined to have the same SPS and PPS.

Thus, the codec information analysis confirms that the unmanip-
ulated MTS files had at least one matching SPS and PPS with those 
of the 44 original files in all cases. In the case of manipulated MTS 
files, tampering could be determined in all cases with the exception 
of insertions performed via PlayMemories.

4.3.2  |  Effectiveness of GOP pattern analysis

When analyzing the impact based on GOP pattern, the pattern was 
observed to be affected by the frame rate of the model and video. 
The results of analyzing the GOP structure of the 44 files detailed 
in Table 1 are listed in Table 5. According to the analyzed results, the 
GOP is related to the manufacturer and frame rate. Both Canon and 

TA B L E  3  Verification results of the manipulated MTS files.

Editing S/W Function SPS, PPS
Camera manufacturer/
model

UUID 
pattern

Picture 
timing

GOP 
pattern

Verification 
result

PlayMemories (44) Insert Existence Matched True False True Not verify

Trim Non- existence Matched True True False Not verify

Vegas (176) Insert Non- existence — — — False Not verify

Trim Non- existence — — — False Not verify

Cut Non- existence — — — False Not verify

Edit Non- existence — — — False Not verify

Types Cluster results

Original Unique 1, 2, 3, 4, 5, 6, 7, 8, 11, 12, 13, 14, 15, 16, 
17, 18, 19, 20, 21, 22, 23,24, 27, 30, 33, 
36 (in Table 1)

Duplicated 9– 10, 25– 26, 28– 29, 31– 32, 34– 35, 37– 41, 
38– 42, 39– 43, 40– 44 (in Table 1)

Unmanipulated Matched with original files

Manipulated Sony PlayMemories (Inserting) Matched with original files

Sony PlayMemories (Trimming) Not matched with original files

Vegas Not matched with original files and 
matched each other manipulated by 
Vegas

TA B L E  4  Clustered results of analyzed 
GOP structural patterns.
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12  |    SHIM et al.

Panasonic exhibited an M of three, and Sony models exhibited an M of 
either one or two. In addition, N was analyzed as 12 for a frame rate of 
23,976 fps, 30 for 59,940 fps, 13 for 25,000 fps, and 15 for 29,970 fps.

In the case of unmanipulated MTS files, the GOP patterns were 
observed to be identical irrespective of scene. However, as the GOP 
patterns were clustered as shown in Table 5, it is not possible to 
specify the manufacturer and model of a camera solely using the 
GOP pattern, although it is possible to determine if the video origi-
nated from a camera.

In the case of inserting a manipulated MTS file into Sony 
PlayMemories, the GOP pattern was maintained consistently within 
one file and validated. As shown in Table 5, it was also included in 
the cluster that the original MTS belongs to. In the trimmed video, 
various GOP patterns were found in one file, so the GOP pattern 
was not validated as shown in Table 3.

We found that the GOP patterns of videos manipulated with 
Vegas are determined by the re- encoding option provided by the 
editing software, regardless of the manufacturer and model. For ex-
ample, when the frame rate was re- encoded to 29.970, we found 
M = 2 and N = 15 m to be the same as those for Sony. However, when 
we checked the frame sequence, we found that the original MTS was 
IBPBP BPB PBP BPB BIB PBP BPB PBPBPBB, whereas that of the manipu-
lated video was IBPBP BPB PBP BPB PIB PBP BPB PBPBPBP.

When analyzing the GOP patterns, it was found that in the case of 
PlayMemories, wherein edited videos maintain the original structure, 
the GOP patterns of the merged files were confirmed to match the 
originals. However, the trimmed files could not be validated because 
multiple GOP patterns were found. In addition, video files manipulated 
and re- encoded with Vegas were consistent, and depending on the set 
frame rate, the GOP patterns are included in the clusters in Table 5, so 
it was not possible to confirm manipulation using only GOP patterns.

4.3.3  |  Effectiveness of media stream analysis

Through the media stream data, we analyzed video files by UUID 
pattern, picture timing, and manufacturer and model.

In the case of UUID patterns, the consistency of the pattern in 
which the UUIDs of <17ee8c60-f84d-11d9-8 cd6-0800200c9a66> 

and <c0000000- a746- 02bb- f8a1- 4cc0a93648e3> repeatedly ap-
pear once in the case of Canon cameras was maintained. For Sony 
cameras, the UUIDs <17ee8c60-f84d-11d9-8 cd6-0800200c9a66>, 
<a74602bb-f8a1-4 cc0-a936-48e391dce761>, and <dba1adef- b20c- 
40b4- 8c85- 8c0b46d5241e> were found in a specific pattern that 
remained consistent. However, the UUID <dba1adef- b20c- 40b4- 
8c85- 8c0b46d5241e> was only found in all recording options of the 
FDR- AX700 model, the 60p Quality PS option of the HDR- PJ760 
model, and the 60p PS 28 M option of the ILCE- 7 M2 model. 
In both models, it was observed only when the frame rate was 
59,940. Panasonic cameras were consistent, with <17ee8c60- f84d- 
11d9-8 cd6-0800200c9a66> appearing once.

Because consistency of the UUID pattern was maintained in un-
manipulated MTS files as well as files manipulated via PlayMemories, 
integrity validation was not validated by the UUID pattern. No 
UUIDs were found in videos manipulated with Vegas. It was con-
firmed that the UUID information and all additional information dis-
appeared in the process of re- encoding after editing.

Picture timing can be found in the User Data of the UUID, 
namely <17ee8c60-f84d-11d9-8 cd6-0800200c9a66>. By analyzing 
the time information in the User Data, we found that each frame 
was recorded more than once per second. The original and unma-
nipulated MTS file exhibited continuity in the timing of the recorded 
picture within 1 s.

Among the manipulated MTS files, the picture timing informa-
tion of the videos manipulated with PlayMemories was confirmed. 
However, for the merged MTS files, the continuity of picture timing 
was not confirmed at the merged point. Because the trimmed MTS 
file was trimmed from the front and back of the video, the continu-
ity of picture timing was validated as an integrity measure. Videos 
edited with Vegas could not be validated, as all UUID information 
is removed.

In regards to manufacturer and model information, both types of 
information are stored in video files taken by Sony cameras, whereas 
only manufacturer information is stored in videos taken by Canon 
and Panasonic cameras. In unmanipulated MTS files, this information 
is stored in an identical format as that in the original files for all three 
manufacturers.

For files manipulated with PlayMemories, the manufacturer and 
model information were maintained, validating this feature's integ-
rity. Videos edited with Vegas could not be validated, as all UUID 
information is removed during the editing process.

In conclusion, it was possible to validate the integrity of MTS files 
through the analysis of the aforementioned features using media 
stream information. Although UUID pattern consistency and picture 
timing consistency cannot be used to identify the manufacturer and 
model of a camera, they can confirm the presence of manipulation. In 
addition, videos recorded by Sony cameras can be identified in terms 
of manufacturer and model, whereas those recorded by Canon and 
Panasonic cameras can only be identified by manufacturer. However, 
as shown in Figure 5, features 4 and 5 are recorded in hexadecimal 
and text format, making them susceptible to editing. Picture timing 
is a complex feature because temporal information must be edited 

TA B L E  5  Clustered results of analyzed GOP structural patterns.

Manufacture
Frame 
rate M N No. in Table 1

Sony 23.976 1 12 12, 13, 17, 18, 21, 22

59.940 1 30 11, 16

25.000 2 13 4, 5, 6

29.970 2 15 1, 2, 3, 7, 8, 9, 10, 14, 15, 
19, 20

Canon, 
Panasonic

23.976 3 12 27, 30, 33, 36, 40, 44

29.970 3 15 25, 26, 28, 29, 31, 32, 34, 
35, 38, 39, 42, 43

59.940 3 30 23, 24, 37, 41
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throughout the video file. In contrast, manufacturer and model infor-
mation is easy to edit because it is constant throughout the video. For 
this reason, although media stream analysis cannot be a strong basis 
for identifying manipulation, it can be used as a supplement.

4.4  |  Discussion

To verify the integrity of MTS files encoded in AVCHD, this study an-
alyzed five features: SPS/PPS, GOP pattern, UUID pattern, picture 
timing, and camera manufacturer/model. To examine the effective-
ness of the features, the MTS files for 220 unmanipulated MTS files 
of each of five videos of 44 recording options from seven models 
were analyzed. Additionally, we experimented whether the manipu-
lated MTS files edited with Sony PlayMemories and Vegas can be 
verified. Consequently, based on the experiment, we were able to 
observe the following for each type of MTS file.

• Unmanipulated MTS analysis: The results confirmed that SPS and 
PPT corresponded with the standard files. The camera manu-
facturer/model and GOP pattern also corresponded. The UUID 
pattern was consistent and the picture timing was continuous. 
Overall, the integrity of the unedited unmanipulated MTS file 
could be verified.

• Manipulated MTS analysis: PlayMemories maintained the UUID 
data prior to editing such that certain features were the same as 
the standard file. However, all features were not verified owing to 
variations. Because editing programs such as Vegas perform the 
re- encoding process, the UUID information is removed and codec 
information (SPS, PPS) varies; thus, the GOP pattern varied, and 
all features differed from those of the standard file. Overall, the 
integrity of all manipulated MTS files was not verified.

In this study, we proposed and validated a method as depicted in 
Figure 6, to verify the integrity of a video file through analysis. The 
manipulated video was suspected of being edited because its integ-
rity was not verified according to the result of the abovementioned 
feature analysis. Thus, the method proposed in this paper can accu-
rately validate the integrity of MTS files submitted as evidence by 
comparison with the original files, assuming that the camera used to 
record the videos is known. In contrast, as shown in Figure 6, codec 
information and GOP patterns cannot be used for verification with-
out standard file(s) if the camera model is not accurately known. 
Therefore, maximizing data representation within standard files is 
necessary to improve accuracy in all possible situations. If so, the pro-
posed approach is suitable for practical applications, and the results 
of the current study will be useful in AVCHD format- related forensics.

5  |  CONCLUSIONS

The proposed method verified the integrity of AVCHD encoded 
MTS files. In the field of digital forensics, the most basic approach is 

to acquire all digital evidence from storage media in a forensic man-
ner. Importantly, a chain of custody (CoC) must be secured so that 
a file may be used as a legal evidence in trials because videos can 
reproduce the situation at the scene.

Video files can be modified by insertions, trimming, cutting, and 
editing using editing tools. Thus, its integrity must be established to 
strengthen the power of proof as evidence. The proposed method 
analyses the features that can evince the integrity of unedited 
MTS files and explain the mechanism of identifying the submitted 
video file as the original or manipulated MTS file based on feature 
comparisons.

Accordingly, we analyzed 44 AVCHD encoded MTS files cap-
tured using cameras manufactured by Sony, Canon, and Panasonic. 
The analysis results revealed consistencies in UUID pattern, picture 
timing continuity, camera manufacturer/model analysis, equal codec 
information (SPS and PPS), and GOP consistency, which are the five 
major features that can establish the integrity of MTS files.

Consequently, the variation between unmanipulated and ma-
nipulated MTS files could be analyzed using these five features, 
and we confirmed that the features were valid through comparison 
with MTS files captured from actual devices. It is particularly im-
portant that the results of the technique proposed herein can ob-
tain a chain of custody (CoC) by verifying the integrity of AVCHD 
encoded video files using MTS file analysis, which has not been 
proposed before.

In the future, we will extend our methodology to determine 
whether a transmitted or shared file maintains the form and integ-
rity of the original file, which will require an expanded standard file 
database. Furthermore, we intend to extend the proposed technique 
to identify the editing tools used to modify MTS files.
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