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Algorithm : Query sequence graph generation

Symbols
A: Client Set, D: Domain Set, Q: Query Set
G: Graph, N: Node E: Edge
A=}M,D={d} qlq—(,
N&E}:N nln_d}- = C|C _(dlsdlsw)}

INPUT - Q
OUTPUT : G

MAP<Key, Value> := < IP, Previous Domain >
N<D, I> =< Domain, Index >
E<N;, N;, W > =< Node,, Node,, Weight >

LOOP (g, t=0~1i,i=]Q|
IF ( MAP.Exist( g.a )
?m MAP.GetValue( g,.a )

qy-
= N.GetIndex( d,., )
nz = N.Exist( dmw)

lF(hb){nz—PJAddﬁtm)
} END

IF (w=E.Exist( n;, ny) {
w=w-+ 1
c=(ny,n,w)
E.Modify( e )

} ELSE S
w= 1
e~ (ﬂ;. Ha W )
E.Add(e)

} END IF

} ELSE { MAP.Add( ¢,.4, g.d)
V END IF
Y END LOOP
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Client #1 Client#2 Client #3

l Sequence Graph |

www.ultraweb.co.kr

chocoyou.ce.ro wise.ultraweb.co.kr
time2.synctime.co.kr
time.synctime.co.kr bgisback.no-ip.org

napzet.me down.antiphishing.kr

Domain Relation Graph

¥

chocoyou.ce.ro

time.synctime.co.kr Win32/Rimecud.worm

Win32/Bredolab.AA shvdb.getmyip.com
forhomessale.ru bgisback.no-ip.org
napzet.me down.antiphishing.kr

ZeuS-Tracker
Filtered Graph
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Win=Trojan/Rimecud.39936 W32.Pilleuz.B
goloba.biz sandra.pinchaonica.com
narfos.biz
Trojan=Downloader. Win32. Piker.jk pica banjaucke-ljepotice.ru
gmail.cm goolemail.com
133t brand-clothes.net

yes Jucuzzy.comga.co.kr
yes.fucuzzy.com

time2.synctime.cokr time.synctime.cokr

yes,prison-server.net
yes.prison=server.net.aa.co.kr

TrojanProxy:Win32/Tikayb.A
[} ultima2009.info Win32/Lethic.B

mojuifdhew,com
biregamy.com btceswgdw.com
{dswgf.com
biregamy.net (b . layforex.ru RS
B 'ﬂl\\‘ £ nuygtfewg.com

fotovideo2009.biz (5 ’“‘: '{‘: ) megaparty.ws bydvwgedw.com

9,
barturamebel.name .‘h", \Qh*
.“. totalin{luence.info

mypersonaltwitter.net

twitterprofic,biz
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